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1 Introduction

Brocade FCHBA Monitoring Management Pack (MP) is based on the Microsoft System Center Operations Manager (SCOM)
Management pack that models Fibre Channel Host Bus Adapters (HBA) and monitors the health of Brocade FC HBAs.

The Operations Manager uses management packs to model and monitor software and hardware components. Management
packs contain the models required for the software to interpret the structure of an application or device and determine the health
of the application or device. This information is output as an XML document using a pre-defined XML scheme understood by
Operations Manager.

System Center Operations Manager (SCOM) Management Pack includes two types of models:
1. Service Model — Defines the classes (which are entities of our managed device or application) and the relationships
between the classes.
2. Health Model — Defines the discoveries for the entities and their relationships. This also provides monitors, specifies roll-
up criteria, and generates alerts.

The MP also includes a custom monitor type definition and the presentation state views definitions.
MP deployment requires that SCOM agent (Health Service) and SCVMM agent be installed on each managed Windows Hyper-v

server. SCOM agent installation can be done from within the Management Server and SCVMM agent installation can be done from
within the VMM Server. Please refer to the SCOM 2012 Deployment Guide and SCVMM 2012 Deployment Guide for more details.

The MP is imported into SCOM. It is distributed into managed Hyper-V hosts containing one or more FC HBAs. Once the host is
managed the Microsoft SCOM Health Service will be deployed by SCOM automatically or you can manually install it. The Brocade
MP will be downloaded into these managed hosts and executed on the SCOM Health Service. The VMM agent service must be
installed on the managed host. Install the agent when the managed host is added to SCVMM administrator console using an Add
Host entry or manually install it.

Brocade HBA drivers must be installed as prerequisite in managed hosts with Brocade HBAs installed. Management Pack relies on
WMI calls through WMI service, and the Brocade driver acts as a WMI Provider servicing the WMI calls issued by the Management
Pack. Install the driver with Administrative privilege. No additional security privileges are needed other than the OpsMgr Health
Service mandated by SCOM and SCVMM.

The sealed version of Management Pack is a file named Brocade.FCHBA.Monitoring.2012.mp, which is compatible with System
Center 2012 and a file named Brocade.FCHBA.Monitoring.2007.mp, which is compatible with SCOM 2007 and SCVMM 2008

2 Obtaining the Latest Management Pack and Documentation
Find the Brocade FCHBA MP on http://www.brocade.com.

3 Supported Configurations

Following are requirements for the Brocade FCHBA Management Pack for Operations Manager:
e Each managed host be a Windows 2008 R2 Server host with Hyper-V role enabled.

e The managed host must have Virtual Machine Manager (VMM) agent service installed. This agent can be installed when
the managed host is added to SCVMM console using an Add Host action or can be installed manually. The VMM agent is
in the SCVMM installable.

e The managed host must have the Ops Manager Health Service Agent installed. This can be installed when adding the
managed host in the SCOM console for discovery or can be installed manually. The Ops Manager Health Service agent
installer is in the SCOM installable.

e Brocade FC HBA driver version 1.1.0.0 or later must be installed if a Brocade FC HBA is installed on the managed
Hyper-V host.

e Brocade Fiber Channel HBA series 415, 425, 815, 825, 1860 (in FC HBA mode only) are supported. The supported FC
port speeds are 1 Gbps, 2 Gbps and 4 Gbps only. For any other FC port speeds, the PRO features of MP will not work,
but HBA and port discoveries still function.
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e  The MP supports up to 16 dual port FC HBAs on a managed host.
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4 Getting Started

4.1 System Requirements: Installing Management Pack

Below are the minimum hardware and software requirements for Brocade FCHBA Management Pack (MP) for Microsoft System
Center. Refer to the “Supported Configurations” section for additional information.

Component Requirement

(O

Windows 2008 R2 Server (64 bit) with Hyper-V Role enabled. Windows 2008 R2 Server Standard,

Enterprise or Data Center Editions. (*)

Processor Recommended: 2 GHz or faster, 64 bit, Intel-VT or AMD-V (**)
Memory Minimum: 2 GB RAM; Recommended: 4+ GB RAM

Available Disk Space Minimum: 10 GB

Drive DVD-ROM drive

Display Super-VGA (800 x 600) or higher-resolution monitor

Other Keyboard and Microsoft mouse or compatible pointing device
Note:

* Windows 2008 R2 Server Standard Edition may be sufficient for a Hyper-V host, but if you need fail-over clustering service to run on
the host then only Enterprise or Data Center Edition are required.

** NX bit-compatible CPU must be available and Hardware Data Execution Prevention (DEP) must be enabled.

4.2 Before You Import the Management Pack

Before you import the Brocade FCHBA MP, note the following limitations:

Brocade

There is no support for agent-less monitoring.

All hosts must be Hyper-V hosts. There is no support for VM-Ware ESX server hosts.

The MP can only work when VMM agent and Ops Manager health service agent are both installed on the managed Hyper-V
host. The MP is currently not intended to work with SCOM only and must have SCVMM to manage the Hyper-V hosts.

SCOM Agent should be present in the host where the HBA is installed to collect the performance data.

The version number of SCVMM library MPs that are referenced should match with those imported into (available on) SCOM
for SCOM and VMM integration. The SCVMM MPs being referenced in the Brocade FCHBA MP for SC2012 are 3.0.6005.0.
The SCVMM MPs being referenced in the Brocade FCHBA MP for SC 2012 are 2.0.3451.0.

The state of the port and Aggregate Monitors (deteriorating link and oversubscribed link) may not change for a couple minutes.
Recalculation of the health state in the health explorer is not supported and will have no effect. This is because the custom
monitor type does not support on-demand detection.

PRO Tip will be raised only if the state of the Aggregate Monitor is changed to critical.

If two PRO tips (one each for deteriorating link on two-port HBAs or any other combination) are received for the same HBA,
then the first PRO tip implemented and VMs will be migrated. When we implement the second PRO tip, then the
implementation will not succeed as VMs are already migrated as part of the first PRO tip implementation.

When all ports and HBAs under a host change to critical, the host changes to critical and is marked as ‘Un-available for
placement’. You must then change the host state manually.

Minimal testing has been done to verify support of QLogic and Emulex FC HBAs.

Management Pack Guide
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4.2.1 SCVMM and SCOM integration
Once SCOM and SCVMM are installed, use the following steps need to be followed to integrate SCOM with SCVMM.

1. Importing Management Packs related to SCVMM

1. From the Administrator pane in the Operations Console of the Operations Manager, right click the “Management
Packs” node and click Import Management Pack to import the Management Packs.
2. For SCOM 2007/SCVMM 2008, import the following SCVMM related management packs into SCOM:
Microsoft.Windows.InternetinformationServices.CommonLibrary.MP
Microsoft.Windows.InternetinformationServices.2008.MP
Microsoft. Windows .Server.Library.mp
Microsoft. Windows .Server.2008.Monitoring.mp
Microsoft. Windows .Server.2008.Discovery.mp
Microsoft.SystemCenter.VirtualMachineManager.2008.mp
Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.Library.mp
Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.HyperV.HostPerformance.mp
Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.VMRightSize.mp
Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.VMWare.HostPerformance.mp
C 2012, import the following SCVMM related management packs into SCOM:
Microsoft.SystemCenter.VirtualMachineManager.2012.Monitoring.mp
Microsoft.SystemCenter.VirtualMachineManager.PRO.2012.Diagnostics.mp
Microsoft.SystemCenter.VirtualMachineManager.2012.Discovery.mp
Microsoft.SystemCenter.VirtualMachineManager.2012.DiagramViews.mp
Microsoft.SystemCenter.VirtualMachineManager.2012.Reports.mp
Microsoft.SystemCenter.VirtualMachineManager.Library.mp
Microsoft.SystemCenter.VirtualMachineManager.Override.mp
Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.Library.mp
Microsoft.SystemCenter.VirtualMachineManager.PRO.Library.mp
Microsoft.SystemCenter.VirtualMachineManager.PRO.V2.HyperV.HostPerformance.mp
Microsoft.SystemCenter.VirtualMachineManager.PRO.V2.Library.mp

VVVVVYVYVVYVYYVY

3. For

n

VVVVVYVYVYVYVYY

2. Granting Permission

The SCVMM server runs as the Local System account of the host on which it is installed. If the SCOM server and
SCVMM server are installed on the same host, you can skip this section. If they are installed on separate hosts, you will
need to grant access to the computer account of the SCVMM server to the Operations Manager Administrators user
profile in SCOM. When SCOM is installed, it automatically grants the Local Administrators group Operations Manager
(SCOM) Administrator rights. Thus, you can grant SCVMM server the same rights by adding its computer account to the
Local Administrators group on the Operations Manager server (SCOM). After you make that change, you must restart
the SCOM SDK Service.

3. Configuring SCOM server in SCVMM

. Please refer to How to Connect VMM with Operations Manager 2012 or Configuring Operations Manager Integration
in VMM 2008/2008R2 for details
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4. PRO Configuration

In the previous releases of VMM (2008, 2008 R2 and 2008 R2 SP1), you could only enable or disable PRO Tips for a specific host
group, cluster, or the VMM server itself. The net effect was that all the monitors that targeted PRO objects within the host group, cluster,
or VMM server were either enabled or disabled. SCYMM 2012 introduced the concept of a PRO monitor configuration to give users
fine-grained control over the PRO monitors and resulting PRO Tips. Using the PRO monitor configuration, you can choose to enable or
disable individual PRO monitors and auto-remediation for specific objects such as Host Group, Host Cluster, Cloud, Service instance,
or specific Virtual Machines.

1. Open the VMM Administrator's Console and click the Fabric workspace under the navigation pane to display the Fabric view.

2. Select the Server - > All Hosts in the navigation pane.
3. Right-click on All Hosts and select Properties.

IE! all Hosts Properties

General

Placement Rules | o
T a— Manitor Name | MP Name | Severity | Inherit | Manitor | Remediats
=l Host PRC Monitors
Dynamic Optimization NOS Count.. Brocade.FCHBA . MatchMonitorHealth - v r
Link Failura . Brocade.FCHEA . MatchMonitorHealth Il I~ |l
Network Loss OF Sig...  Brocade.FCHEA . MatchMonitorHealth - ¥ r
Primitive Se... Brocade.FCHBA . MatchMonitorHealth - v [
Storage PRO Oversu... Brocade.FCHBA . Error - v r
PRO Deteri.  Brocade.FCHBA . Error - ] r
. Brocade.FCHBA . MatchMonitorHealth [ | i [ |
R Words C. Brocade.FCHBA . MatchMonitorHealth - r r
e bropcrics Invalid CRC... Brocade.FCHBA . MatchManitorHealth r r r
Dumped Fr... Brocade.FCHBA . MatchMonitorHealth - - -
Irvalid Tx... Brocade.FCHBA . MatchMonitorHealth - r r
Loss OF Syn... Brocade.FCHEA . MatchMonitorHealth - r r
Error Frame... Brocade.FCHBA . MatchMonitorHealth - - -
Virtual Mac...  Virtual Machine...  MatchMonitorHealth - r r
Virtual Mac... Virtual Machine . MatchMonitorHeaalth - r r

View Script |

PRO Monitor Configuration

Brocade Management Pack Guide
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If a specific monitor is enabled in VMM, an override for that monitor is created in Operations Manager for the specific scope. The
override is stored in a separate Management Pack (called the working MP) that has the name of the PRO Pack followed by the word
“Working”. The “Remediate” checkbox creates an override to enable auto-remediate. If the remediate option is unchecked, you will
have the option to manually implement the PRO Tip, should one be generated.

VMM 2012 enhanced the PRO feature to report the health state of individual PRO monitors. The health state reflects the current health
state (Warning, Healthy, Critical, or Uninitialized) of the monitor in Operations Manager for the specific object of interest (Host, VM,
Cloud, Service Instance, etc). Along with the health state, the current configuration of each monitor is displayed:

1. Open the VMM Administrator's Console and click the Fabric workspace under the navigation pane to display Fabric view.
2. Select the Server - > All Hosts in the navigation pane.
3. Select any discovered host, right-click the Host, and select Properties.

& gscymm155.englab.brocade.com Properties E
General PRO Monitor State
Status | D
Manitor Na... | Instance Ma... | Severity | Inherit | Manitor | Remediate | State
Hardware
E  Host PRO Monitars l
Virtual Machine Paths R Word... 10:00:00:05... MatchMonito... ~ - - (%]
T Word... 10:00:00:05... MatchMonito... ~ r r 5]
Resarves Irvalid..  10:00:00:05... MatchMonite... ™ il il ﬂ il
Irvalid...  10:00:00:05.. MatchMonito... = r r (/]
Szl Dumpsd... 10:00:00:05... MatchMonito... = - - (/]
Loss Of.. 10:00:BC:7C.. MatchMonito... F = - ? 1
s T Link Fail. 10:00:8C:7C... MatchMonito... = = - ?
| Primitive... 10:00:8C:7C... MatchMonite... 2 = - 7
Placement _
PRO Det... 10:00:8C:7C... Error "2 7] r '{l'
PRO Ov... 10:00:8C:7C.. Error ] v (%]
Servicing Windows e I = !?
PRO Qv.. 10:00:00:05.. Error = = r (%]
Custom Properties Primitive... 10:00:00:05... MatchMonite... 2 = - ?
PRO Det... 10:00:00:05... Error W = r (V]
PRO Stake Virwal.. gscvmmi1SE.... MatchMonito... = - - ?
Virtual..  gscvmmilSs.... MatchMonito... = - - 7
Error Fr... 10:00:00:05... MatchMonito... ~ r r (/] .
Refrash | Reset |
View Script oK I Cancel |
Y

Figure 2 - PRO State in SCVMM
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4.2.2 Installing SCVMM agent

To deploy the Virtual Machine Manager 2012 agent to Windows-based computers from a VMM console, the following steps must
be followed to configure SCOM Server to SCVMM.

1. Open the VMM Administrator’'s Console and click the Fabric workspace under the navigation pane to display the
Fabric view.

2. Select the Server in the navigation pane. On the Home tab, in the Add group, click Add Resources, and then click
Hyper-V Hosts and Clusters. The Add Resource Wizard starts.

3. Follow the interaction shown in the dialog box (depicted below). Please refer Adding and Managing Hyper-V Hosts
and Host Clusters in VMM for details.

M Admisistrator - honfSomn_2 51 englab brocasde.com - Virual Hachine Fansger

: =12l =l
LR Forie | Faider ~
== 1 1 = &8 Porserthel
| @Al ¢ C 2 B &
Creste add Dwarwea| Fabre  |Complmyoe | Stan Romedisle Complaree | Updile Remsocisde | Connect
v Renmoes = Apsoirces Fregaries Aget a3 roe Y PRO
creae | | 1 Hspery Harts asd Chotes Covphaage Ageai Wr
Fabric H CtraXeSewr """"i.:uﬂ.pu--'.-rmmu:un”
§ "Mhvre BS Hoxtr and Uisbers
< serm m Lbesry Serer
LA G RE s | et Stutan | Reka
Ut B urdete Sever IS NTNT_35 e kb b 1 G o G sepndeg Ly, WEH Sttt

FHE [y Vware smber Seres
Beup e Load Balivosr
Hwd Shorage Davicez
BT Server
@ b Mepeoridag
vér Logical Meawonc
M AT Addres Pools
222 Load Biancers
WP Terrplones
< | Slorage
B8 Clamficyion sad Paols
& Frovidess
By

B Wiis and Soreice
I, Fatdc

= Libeary

B ek

[ Satirgs

Foraey

Figure 3 - Installing SCVMM agent - Add Host Menu
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4. Onthe Resource location page, click Windows Server computers in a trusted Active Directory domain, and
then click next.

*E add Resource Wizard

E Resource |

| | Indicate the Windows computer location

Credentials = hindows Server computers in_a trusted Active Directory doemain

_ € wWindows Server computer in an untrusted Active Directory domain
Discovery scope

[ wWindows Server computers in a perimeter network
Target resources

If wou select this option, before you continue, use WHMM Setup to install the WM agent locally on the targeted

computers. Ensure that vou configure the perimetar network settings during the agent setup.
Host settings

I Physical computers to be provisicned as virtual machine hosts

Summary Select this option to add bare-metal computers with baseboard management controllers.

Previous I Mext I Cancel I

Figure 4 - Installing SCVMM agent - Resource location

5. On the Credentials page, enter the credentials for a domain account that has administrative permissions on all hosts
that you want to add, and then click Next.

*E Add Resource Wizard

‘& Credential

Resource lacation Specify the credentials to use for discovery

| | The Run As account or credentials will be used to discover computers and to install the Hyper-v role and the Virtual
Machine Manager agent if necessary.

Discowery Scope

[ Use an existing Run As account
Target resources

Run As account: I Browse... I
Host settings
9 = Manually enter the credentials

Summanry User name: I englab‘labclusteradmin

Example: contoso\domainuser

Password: |....¢-.¢-.¢-.o.|

j  The above provided credentials or Run As account should be a local administrator on the host machines. They
will only be used while adding the host. Once the host has been successfully added, the WMPM service account
will be added as local administrator on the host and used to provide any future access to it.

Previous I Mext I Cancel I

Figure 5 - Installing SCVMM agent - Credentials
Brocade Management Pack Guide
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6. On the Discovery scope page, click “Specify Windows Server computers by names”. In the Computer names box,

enter the computers that you want to add, with each computer name or IP address on a new line.

*B add Resource Wizard
- -
E Discovery
Resource location Specify the search scope for virtual machine host candidates
Credentials Search for computers by whole or partial names, FQDMs, and IP addresses. alternatively, vou may generate an
HAuctive Directory gquery bto discower the desired computers.
| = sSpecify Windows Server computers by names
Target resocurces " Specify an Active Directory query to search for Windowss Server computers
Host settings Enter the computer names of the hosts or host candidates that yvou want WMM to manage. Each computer name
must be on a separate line.
Summany
Computer names:
GSCWHMMLISS5.englab.brocade.com
I skip AD werification
Examples: serverl
serverl.contoso.com
10.0.1.1
2a0i:110:1e:3:faffcfed9:23
Previous I Mext I Cancel I
o
Figure 6 - Installing SCVMM agent - Discovery Scope
7. Onthe Target resources page, select the check box next to each computer that you want to add, and then
click next.
*8 Add Resource Wizard B

‘E Target re

Fesource location
Cradentials

Discowery scope

Host settings

Summanry

Select the computers that you want to add as hosts

Discovered computers:

Computer Name Operating System Hypervisoar

o=l .lb gsowvmml55.englab.brocade.com Windows Senver 2008 RZ Datacenter

select all I Refresh I Stop I

Previous I Mext I Cancel

Figure 7 - Installing SCVMM agent - Target resources
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8. On the Host settings page, In the Host group list, click the host group to which you want to assign the host or host
cluster.

*E add Resource Wizard B3

Resource lacation Specify a host group and virtual machine placement path settings for hosts

Cradentials
Assign the selected computers to the following host group:

precoveny seepe Host group: hd

Target resources

If any of the selected hosts are currently managed by another Virtual Machine Mamager {(WIMM) environment, select
this option to reassociate the hosts with this YPMM management server.

Summary I Reassocciate this host with this VMM environment

WM uses wirtual machine placement paths as default locations to store virtual machines placed on a host. To add a
new virtual machine placement path, specify a path and dick add.

Add the following path:
| Add

Remowe I

Selected wvirtual machineg placement paths:

Previous I Mext I Cancel I

Figure 8 - Installing SCVMM agent - Host Settings

9. Onthe Summary page, confirm the settings, and then click Finish.

*E Add Resource Wizard E3

& Summary

Resource location Confirm the settings : :
Miew Script

Credentials
Discovery scope Resource type: Hyper-v capable Windows Servers

Resource locatiomn: Trusted Windows computer
Target resocurces Discowery credentials: englab‘\Jabclusteradmin

i Discowery Scope: Computer name based discowery

Host settings 1 computers are selected to manage

Host settings: Host group:

Al Hosts

Previous I Finish I Cancel I

Figure 9 - Installing SCVMM agent - Summary
Brocade Management Pack Guide
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10. When the Jobs dialog box appears to show the job status, make sure that the job has a status of Completed, and
then close the dialog box.

& Jobs _ O] x|

Jobs - recent jobs (2)

| Add X 2]

Name Status Start Time - Result Name Crwner

@. Add virtual machine host 12/3/2012 7:57:25 PM gsovmm155.englab.brocade.com ENGLAB\scwmm
U} Add virtual machine host Completad 12/4/2012 4:57:57 PM scvmm-167.englab.brocade.com EMGLAB\scwmm

) Add virtual machine host b4

Status: Complatad Property
Command:  Add-SCVMHost
Result name: gscvmml55.englab.brocade.co

| Previous Value | New Valua

= EI VMHost - gscvmm155.englab.brocade.com

m Name (none) gsovmm155.englab. brocads.com
Started: 12/3/2012 7:57:25 PM ProcessorSpeed 0 2128 3
Duration: 00:01:17 VMRCEnabled (none) True
Orwiner: EMNGLAB\scwmm VMRCPortMumber (none) 2178
IsDMZHost (none) False
LogicalProcessorCount 0 4
ProcessorModel (none) Xeon MP
TotalMemory 0 8571084800
OperationSystemVersion 0.0 £.1.7601
VhdPaths (none) C:\ProgramData’\Microsoft\Windows\Hype. ..
VirtualServerstate (none) Running
VirtualServerVersion (none) £.1.7601,17514
PhysicalProcessorCount 0 1
CoresPerProcessor 0 4
L2CacheSize 0 256
L3CacheSize 0 8152
BusSpeed 0 4800
MaximumMemoryPerVM o 65536
MinimumMemoryPerVM 0 8 il
summary | Details | Chanae Tracking
[+ show this window when naw ohiects are created Restart Cancel

Figure 10 - Installing SCVMM agent - Jobs

Please refer to “Adding Hosts” for details on adding a Hyper-v host to SCVM M 2008/2008 R2.

4.2.3 Installing SCOM agent

Please refer to Operations Manager Agent Installation Methods for details.

Use the following steps to deploy the Operations Manager 2012 agent to Windows-based computers from the Operations console:

1. Log on to the computer with an account that is a member of the Operations Manager Administrators role for the Operations
Manager 2012 Management Group.
2. Inthe Operations Console, click the Administration button.

Brocade Management Pack Guide
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3. Atthe bottom of the navigation pane, click Discovery Wizard.
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Figure 11 - Installing SCVMM agent-managed host in SCOM

4. Onthe Discovery Type page, click Windows computers.
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_!_ Computer and Device Management Wizard

Choose the type of computers or devices to discover and manage.

Admimistrator Account Windows computers

Select Objects to Manage Discower Windows computers in your Active Directory
» r . ." le environment and install agents on the ones you want to

Summary Y ,f S UEACEChpC -

UMNDX /Linux computers

This enables you to discower LINEX and Linux computers in
wour environment and install agents on the ones you want to
MEnage.

a |
‘ |

MNetwork devices

Discowver and monitor network devices using Simple
Metwork Management Protocol (SMMP).

[ T

Select a discovery type and click Mext to continue.

< Brevious I Me=t = I Dizcower Cancel

Figure 12 - Installing SCVMM agent -Discovery Type

5. On the Auto or Advanced page, perform the following steps:

1. Select either Automatic computer discovery or Advanced discovery. If you select Automatic computer discovery, click
Next, and then go to step 7. If you select Advanced discovery, continue with the following steps.

2. Inthe Computer & Device Types list, select Servers & Clients, Server Only, or Clients Only.

3. Inthe Management Server list, click the Management Server or gateway server to discover the computers. When
multiple Management Servers are in a Management Group, the agents are automatically configured to use secondary
Management Servers if their Root Management Server is unavailable.

4. If you selected Servers & Clients, you can select the “Verify discovered computers can be contacted” check box.
This is likely to increase the success rate of agent deployment, but discovery can take longer.

5. Click Next.
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_!_ Computer and Device Management Wizard E3

Choose automatic or advanced discowvery

i~ Auwtomatic computer discovery

Scans the "ENGLAB" domain for all Windows-based computers.

oe

i+ Adwanced discovery

Allows youto specify adwvanced discowvery options andsettings.

Computer and Device Classes:

IServers and Clients vI

Mote: This setting applies only when scanning Active Directory. You can configure how these
objects will be discovered, on the next screen{s).

Management Server

IHCMSCVMM_22D.englab.brocade.com - I

v werify discovered computers can be contacted

< Previous I MHe=t = I Dizscower Cancel I

Figure 13 - Installation of SCVMM agent -Auto or Advanced

6. On the Discovery Method page, locate the computers that you want to manage by either scanning or browsing Active Directory
Domain Services or typing the computer names.

If you want to scan, perform the following steps:
1. |Ifitis not already selected, select Scan Active Directory, and then click Configure.
2. Inthe Find Computers dialog box, type the desired criteria for discovering computers, and then click OK.
3. Inthe Domain list, click the domain of the computers that you want to discover.

If you want to browse Active Directory or type the computer names, perform the following steps:

o Select “Browse for”, or “type-in computernames” and specify the names of the computers you want to manage. Then
click OK.

o Inthe “Browse for”, or “type-in computer names” box, type the computer names, separated by semi-colon, comma, or
a new line [ENTER]. You can use NetBIOS computer names or Fully Qualified Domain Names (FQDN).
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Computer and Device Management Wizard

Discovery Type

Auto or Advanced? How do you want to discover computers?

Administrator Account

i~ Scan Active Directory

Select objects from Active Directory to scan, or create an

Select Objects to Manage advanced query.

Summary I Configure...
Domain:
[ErGLAB ~]

i* Browse for, or type-in computer names

Browse Active Directory ortype computer names into thelist
below. Separate each computer name by a semi-calon, comma
or a new line:

GSCYMMI155.englab. brocade. com| Browse...

For example, serverl.contoso.com or serverl

< Prewvious I MNest = I Dizcower Cancel

Figure 14 - Installing SCVMM agent -Discovery Method

7. Click Next, and on the Administrator Account page, perform one of the following steps:
o Select Use selected Management Server Action Account if it is not already selected.

o Select another user account, type the User name and Password, and then select the Domain from the list. If the User
name is not a domain account, select “This is a local computer account, not a domain account”.

Brocade Management Pack Guide
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_!_ Computer and Device Management Wizard

Administrator Account

Discowery Method

— Select a user account with Administrator rights on the computers you will scan. These credentials will
Admimistrator Accouwnt also beused wheninstalling the agents on managed computers.

Select Objects to Manage

i Use selected Management Server Action Account

[fil

SLITUTRE Y
& Other user account

User name:

Ienglab'l,scvmm

Password:

Domain:

[ErizLaE =1

I This is a local computer account, not a domain account

Mote: When selecting the local account option, the agentinstallation task will be run
as the local account, while the Discowvery task will be run using the Management
Serwver Action Account.

< Previous I Hezt > I Dizcoswer I Cancel I

Figure 15 - Installing SCVMM agent -Administrator Account

8. Click Discover to display the Discovery Progress page. The time for discovery to complete depends on many factors, such
as the criteria specified and the configuration of the IT environment.

B computer and Dewvice Management YWizard

Discowery is in progress

Flease wait while we discowver computers/network devices on your network. This may take some time
depending on the size of your netwaork.
Select Objects to Manage -
rogress:
Swmimary 0

W Computer discowery requires that the SQL Server Broker serviceis running. For mare information,
— see theguidance at http:ffgo.microsoft.comffwlink/fPLIiNLID=1233943_

To cancel discovery and close this wizard, click Cancel.

= EPrevious I IHest > I Dizcoswer I Cancel I

Figure 16 - Installing SCVMM agent -Discovery is in progress
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9. Onthe Select Objects to Manage page, perform the following steps:

e  Select the computers that you want to agent-manage.

¢ Inthe Management Mode list, click Agent, and then click next.

Computer and Device Management Wizard

Discovery Type

Auto or Advanced? Discovery Results

Discovery Method
The discovery process found the following un-managed devices.

Administrator Account
Select All Deselect All

Select Objects to M Select the devices you want to manage:

[ s5cvMM155. englab. brocade. com

Sumimary

Mote: If you do not see all of the computers you expect to see, you can obtain
information on troubleshooting discoveryissues at http:/fgo.microsoft.com/fvdink?

LinkID=1285940.

Management Server

IHCMSC\-‘MM_ZZD .englab.brocade.com

Management Mode:

I.ﬁ.gent LI

< Previous I et » I Eirizh Cancel I

Figure 17 - Installing SCVMM agent -Select Object to Manage

10. On the Summary page, perform the following steps:

Leave the agent installation directory set to the default of %ProgramFiles%\System Center Operations Manager or
type an installation path.

Leave Agent Action Account set to the default, Local System, or select Other and type the User name, Password,
and Domain. The Agent Action Account is the default account the agent will use to perform actions.

e Click Finish.
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_!_ Computer and Device Management Wizard E

Auto or Advanced? Summary

Agents to beinstalled: 1
Administrator Account

Select Objects to Manags
Summanry

Agentinstallation directory:

et Dperations Manager

Agent Action Account

Specify credentials for the agent to use when performing actions.
= Local System

i~ Other
User name:

Password:

Domain:

[ErGLAE =1

To close thewizard and deploy the agents, click Finish.

< Previous et = I Einizh I Cancel I

Figure 18 - Installing SCVMM agent -Summary

In the Agent Management Task Status dialog box, when the Status for each selected computer changes from Queued to Success,
the computers are ready to be managed.

For SCOM 2007/2007 R2, please refer to “Use the Discovery Wizard to Deploy agents”.

4.2.4 Importing Brocade FCHBA Management Pack

For instructions about importing a management pack, see How to Import an Operations Manager Management Pack in SCOM
2012 (http://technet.microsoft.com/en-us/library/hh212691.aspx).

For SCOM 2007/ 2007 R2, refer to the document “How to Import a Management Pack in Operations Manager 2007”
(http://technet.microsoft.com/en-us/library/cc974494.aspx).

Use the following steps to install Management Pack in SCOM 2012:
1. Open the SCOM — Operations Console, and then select Administration in the left pane.
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Figure 19 - Importing Management Pack in SCOM Console - Step 1

2. Right-click the Management Pack’s node, and then select “Import Management Packs” to import the
Management Packs.
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Figure 20 - Importing Management Pack in SCOM Console - Step 2
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3. Select the Management pack.
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Figure 21 - Importing Management Pack in SCOM Console - Step 3

4. Import the Management Pack.
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Figure 22 - Importing Management Pack in SCOM Console - Step 4
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Once the import is successful, click Close.

Downloading and importing the selected mansgement packs .
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Import Status Details :

Figure 23 - Importing Management Pack in SCOM Console - Step 5
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Figure 24 - Imported Brocade FCHBA Management Pack in SCOM Console

After the Brocade FCHBA Management Pack is imported, follow procedures in the following subsections to finish your initial
configuration.
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4.2.5 Create a new management pack for overrides and other customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file.
However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack.
By default, Operations Manager saves all customizations to the default management pack. As a best practice, you should instead
create a separate management pack for each sealed management pack that you want to customize.

Creating a new management pack for storing overrides has the following advantages:

» It simplifies the process of exporting customizations that were created in your test and pre-production environments to
your production environment. For example, instead of exporting a default management pack that contains customizations
from multiple management packs, you can export just the management pack that contains customizations of a single
management pack.

» You can delete the original management pack without deleting the default management pack. A management pack that
contains customizations is dependent on the original management pack. This dependency requires you to delete the
management pack with customizations before you can delete the original management pack. If all of your customizations
are saved to the default management pack, you must delete the default management pack before you can delete an
original management pack.

» ltis easier to track and update customizations made to individual management packs.

Please see the section on Tuning Performance Threshold Rules for the default threshold values in use in the management pack and
procedures to override the default values on a per port basis or for all ports (by overriding the monitor for the port type).

4.2.6 Tuning Performance Threshold Rules

The following table lists performance threshold rules with default thresholds that might require additional tuning to suit your
environment. You should evaluate these rules to determine whether the default thresholds are appropriate for your environment. If
a default threshold is not appropriate, you should baseline the relevant performance counters, and then adjust the threshold by
overriding them.

Counter Monitor Name Default Interval [Seconds] Default Threshold

DumpedFramesCustomUnitMonitor 300 50
ErrorFramesCustomUnitMonitor 300 50
InvalidCRCCustomUnitMonitor 300 1000
InvalidTxWordCustomUnitMonitor 300 1000
LinkFailureCountCustomUnitMonitor 300 25
LossOfSignalCustomUnitMonitor 300 50
LossOfSyncCountCustomUnitMonitor 300 500
NOSCountCustomUnitMonitor 300 50
PrimitiveSeqProtocolErrorCustomUnitMonitor 300 50
TxWords 300 50
RxWords 300 50

To override default thresholds, perform the following steps:

1. Select the Authoring node in the operation console, and then select Brocade.FCHBA.Monitoring.Port monitor and expand it.
As shown in the following figure, select Entity Health, expand the tree under Performance, and then right-click the monitor for
which you want to change the threshold.
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Figure 25 - Overriding the threshold for a monitor

2. Select Overrides=> Override the Monitor = for All Objects of type from the popup window.
3. Select the property that you want to change from the port Override Properties dialog box, and then provide the new value in

the Override Setting column
4. Select the Enforced check box to override the default values.
» Override “Enabled” to “True” for all unit monitors.
» Override the “Threshold” value to the desired threshold value.
5. Select the destination management pack to save the overridden changes in.
6. Click OK to save the changes.
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Figure 26 - Threshold value override
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5 Understanding Management Pack Operations

The Brocade FCHBA Monitoring Management Pack (MP) discovers Hyper-V hosts with Brocade, QLogic, or Emulex HBA drivers
installed. It then discovers the HBAs and HBA ports installed on the managed hosts.

The MP also monitors the HBA port state by monitoring the port statistics counters, and then rolls up the state of port to the HBA and
Host. MP also generates PRO tips targeted to the port class. The SCVMM administrator can view these in the PRO tip window and
implement them or configure MP to implement them automatically. When a PRO tip is implemented, one or more VMs are migrated to
another host.

The following descriptions are same for both 2012 and 2007 versions of Brocade FCHBA Monitoring management packs.

5.1 Classes

The following classes are defined in the service model:

e Brocade.FCHBA.Monitoring.2012.Host — This is the brocade driver application which is a
Microsoft.Windows.ComputerRole.

e Brocade.FCHBA.Monitoring.2012.HBA — This is the Host Bus Adapter class which is a
System.PhysicalNetworkInterfaceCard. This class is hosted by Brocade.FCHBA.Monitoring.2012.Host.

e Brocade.FCHBA.Monitoring.2012.Port — This is the Port class which is a
Microsoft.SystemCenter.VirtualMachineManager.PRO.V2.Host. This class is contained by
Brocade.FCHBA.Monitoring.2012.HBA.

= ‘B8 Brocade FCHBA Monitaring. 2012 [1.0.0.0] hin] I Extensionl Hostedl Singlaton I Base I Abstrack I Accessibilityl Comment I
[ 9 Service Model Brocade FCHBA. Monitoring, 2012 Host - False True  False Windows ! Microsoft, Windows, ComputerRole False Public
Brocade. FCHBA Moritaring. 2012.HBA  False True  False SystemHardwareLibrary 1System, PhysicalMetworkInterfaceCard False Public
%, Relationships Brocade. FCHBA . Monitoring . 2012.Port  Fake True  False PROVZIMicrosaft, SystemCenter. VirtualMachineManager PRO.VZ. Host  False Public
= Health Model
| p Discoveties
El Monitors

Urit: Monitors
(50 Aggregate Moritors
Dependency Monitors
=] Rules
(=4 Service Level Tracking
[ Tasks
J_ Secure References

B Overrides
(2 Presentation
2 Type Library
i5 Reporting
€ Language Packs

Figure 27 - Management Pack Service Model Classes
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Figure 28 - Class Diagram

Brocade.FCHBA.Monitoring.2012.Host class has the following properties:
ImagePath. Key property — Path of the driver — system32\DRIVERS\bfad.sys
Group. SCSI miniport.

VMMServerName. SCVMM server managing this host.

HyperVGUID. GUID of the hyper-v managed host.

Brocade.FCHBA.Monitoring.2012.HBA class has following properties:
e SerialNumber. Key property. This is serial number of adapter.
e NodeWWN
e InstanceName. Key property for WMI class MSFC_FCAdapterHBAAttributes.

The instance of this class is populated with WMI query to class MSFEC_FCAdapterHBAAttributes.

Brocade.FCHBA.Monitoring.2012.Port class has following properties:
e  PortWWN. Key property
e UniquePortld. GUID for port.
e PortFcld
e FabricName
e PortSpeed
e PortState
e InstanceName. Key property for WMI class MSFC_FibrePortHBAAttributes.
e AdapterSerialNumber
e HostName
e VMMServerName
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The instance of this class is populated with WMI query to class MSFC_FibrePortHBAAttributes.

There are three types of relationships in SCOM:
1. Hosting
2. Containment
3. Reference

Hosting is the most restrictive relationship. Hosting means that the hosted class instance can only exist within only one and not multiple
class instances. Also, since the lifetime of the hosted class instance is same as the HBA class instance, an HBA class instance cannot
co-exist in multiple Host instances, and if you remove the Host class instance, the hosted HBA instance is removed with it.

Containment is less restrictive and means that a contained class instance can also exist even when containing class is removed. For
example, the Windows Server Group contains Windows Server. Windows server will not cease to exist if the Windows Group is
removed.

Please refer to the SCOM Key Concepts document for details.

The following figure shows the source and target classes of the two relationships we have defined in the Brocade FCHBA MP.
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Figure 29 - Management Pack Service Model Relationships

52 Objects the Management Pack Discovers

This management Pack uses the following types of discovery:
e Registry based
e  Script based

Registry based: this discovery is used to find the Host where the HBA is installed by searching the registry entry in the network
machines. If any one of the following registry entries is available then, SCOM will detect it as ahost object.

1. “HKLM\SYSTEM\CurrentControlSet\Services\bfad” — for Brocade FCHBA Driver

2. “HKLM\SYSTEM\CurrentControlSet\Services\ql2300” — for QLogic 2300 FCHBA Driver

3. “HKLM\SYSTEM\CurrentControlSet\Services\EIxstor” — for Emulex FCHBA Driver

The registry entry will be created once Brocade, QLogic, and Emulex FC HBA drivers are installed.
Disclaimer: Very minimal testing has been done for QLogic and Emulex FC HBAs.
Script based: This discovers the HBAs and port information through a VB Script and create instances in the SCOM.

You can view the discovered Host, Brocade HBA, and ports in the monitoring tab. Host, HBA, and port discovery takes a few minutes
once the management pack is installed.

In the Monitoring Tab the Brocade FCHBA Monitoring State Views directory displays the following three items:
e Hbas View
e Hosts View
e Ports View
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Selecting Brocade FCHBA Monitoring State Views.HostsView will provide the Host information.

P Hasts View - SCOM - Dpera

& Manager
Fle Edit View G0 Tasks Tools Help

il searchw _ | By scope | [0 find) [ 2] Tasks|| @) .

Manitoring % Hosts View (2)

HEIE

* Tasks
X [@ 8
State Actions -

4 |8 Monitaring 4 Lock Far: | Eind Now Claar

| Active plerts ) Hae Path |8 rea

GEOWMM15E, englab.brocade.com G CUMMLSE englab.brocade.com 'li:i' Critical
SCWMM-167 englab brocs de.com SOV 16T 2nglab. brocade. com @ Healthy

] Diseovered Invertan
+7 Distributed Applications
o Task Status

27 UND4Linues: Computers
27 Windows Computers

I_J|_'f Start Maintenance Made..

: [Ti7] Perscnalize view._
4 Agentless Exception Monizring
4 Application Manitoring

4 | g Brocade FCHBA Monitoring State Views —— )
] Hoas view [Z] Entity Praperties

=11 Mosts View 4 Heaith Elorer

- CEREIE Navigation A

4 DataWarehause

Tasks A

4 Microsoft Audit Collection Serioes | Alert View
4 Microsoft SOL Sener

4 MicrosoftWindows Cient

4 MicrosoftWindows Internet Information Sendces | M T T
4 MicrosoftWindows Sener

<| Diagram View

t3| EventView

M Py Wi
4 Mebwork Manitorng | STIANHEKE LY
Operations Manager - H
J.J' Detail View
405 PRO
|| Active Tips
2] PRO Object State
synthetic Transaction Display Mame GECUMMILSS.englab.brocade.com
8 5 Full Fath Mame GECYMMIES. englab brocade comGSCYMMIS5.englab brocade.com
U L Imagerath systen32\DRIVERS\BTa .5y
Group SCEI miniport
WA Seper Mame  SCOM_2012.enalab. brocade.com
4 Web Application Transaction Manitaing HypervGLID D2ffcf25-fafe-47 2b-bbol-ecT 35900351
4 Windows Service And Process Monitoring

State View

'ﬂﬂ. Host properties of GSCYMM 155.englab.brocade.com

4 Wirbual Machine Marager
_ Wirkual Machine Managervises

Show or Hide Views...

Mewr e b

.. Monitoring

’-/" Authering

Administration

Fl My Workspace

L]
Ready

Figure 30 - Hosts View

Select the Hbas View to provide discovered HBA information.
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Figure 31 - HBAs View

Select the Ports View to view the discovered HBA port information.
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PortState 6

Instancetame PCIWER_1657 &DEV_0022 &5UBSYS_00241657 &REY_ 0144 5133bco9868020145_0
AdapterierialMumber

HostMame GECWMML55.englab brocade,com

WhAMServerMame SCOM_2012.englab.brocade,com

Figure 32 - Ports View

Right-click on the Host, HBA, or Port and display the Diagram view.
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Figure 33 - Host, HBAs and Ports seen in Host Level Diagram View
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To view the health explorer of a host, right-click a host from the Hosts view and select open>health explore. The following window
displays, showing the health state of the host, HBAs on the host, and the ports on the HBAs.

0 Health Explorer for SC¥MM-167.englab.brocade.com

(4) Reset Health =% Recalculate Health T Filker Monitors (O Refresh [=| Properties (@) Help |© &5 Overrides ~

Health monitors for SCWMR-167.englab.brocade.com

4 |(f) Entity Health - SCWMM-167 englab bracade.com [Objed Knowledge | State Change Events (1] |
O Ayailability - SCWVMB-167. englab.brocade, com [Ohjed) j
O Configuration - SCWMM-167 . englab.brocade,com [Dhjed] Summary
F @ Performance - SCWMM-167.englab brocade, com (Ohjed This monitor is the rallup monitar for all other monitors running against this objedt, If the state is unknown, either monitoring has
I‘ @ HostHba DependencyMonitor-lSCVMM-lS?.englab.brocade.mm Host not begun for this object or there are no monitors defined,
4 @ Performance - com,brocade-BUL2512H59T-Brocade-1860-2p-1 [Ohjed] Causes
IA @ Hba PortDependencyMDnitor-l:om.brocade-BUl2512H59T—Er0cade-1860-2; An unhealthy state for this monitor indicates some prablem with another monitor running against this object Wiew all current alerts
4 (J) Performance - 10:00:8CT GRF2&F 401 (Okjech from this object using this link:
4 O PRO Deteriorating Link - 10:00:3C:7C:FF:24:F 401 Por Wiew Slerts
O Dumped Frames Custom Unit Monitor- 10:00:8C: 7 CFFi24:F 401 Fod) Resolutions

O ErrorFrames Custam Unit Manitar- 10:00:3C:7CFFi24F 401 [Por Use the health explorer to drill down and find the cause of the unhealthy state, Use the knowledge on the specific monitor causing
() Invalid CRC Custom Unit Monitor- L0:00:8C:7CFF:2 4F 401 Pory the issue to troubleshoot and fix the problem.
OInua\ideWDrd Custom Unit Maonitor- 10:00:8 0T CFF:2 R 40L Por
O Link Failure Count Custom Unit Monitor - 10:00:8 7 CFF2F401 Por
O Loss Of Signal Custom Unit Monitor- 10:00:8C: T CFF:24:F401 Pod)
O Loss Of Sync Count Custom Unit Monitar- 100000807 CFF2 0 F 401 Por
O MCE Count Custom Unit Monitor- 10:00:8C:TCFF: 24 F 401 [Por)
O Primitive Seq Protocol Error Custom UnitMonitor- 100008 07 CFF24F40

4 @ PRO Owersubscribed Link - 10:00:8C: 7T CFFi24:F401 [Pod)

@ Retvords Custom UnitMonitor- 1000008 C7 CFF 2490 F 401 Por
@TxWords Custom Unit Monitor- 10:00:8C:TCFF24F 401 Pord)

> @ Petformance - 10:00:8 G 7 CFFi20F 400 [Qhjed]

O Security - SCWMM-167.englab.brocade.com [0 bjed)

| I = id]

Figure 34 - Health Explorer showing all performance monitors at Host, HBA, and Port levels

5.3 Oversubscribed Link and Deteriorated Link Alerts

These events will be raised when the following counter values are exceeded.

Deteriorated link:
e  Dumped Frames Count
e  Error Frames Count
e Invalid CRC Count
e Invalid TxWord Count
Link Failure Count
Loss of Sync Count
e Loss of Signal Count
e  Primitive SeqProtocolErr
e NOS Count
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Oversubscribed link:
e TXWords
e RXWords

Following is the summary for each of the monitors generating these alerts:

PRO Deteriorated Link monitor — Deteriorating Link Aggregate Monitor
Causes - Wear and tear of cables can lead to deteriorating link condition.
Resolutions - Replace the cable between HBA and switch and/or switch and storage.

This monitor is an aggregate of the following monitors. If any one of these unit monitors cross the set threshold and becomes
unhealthy, then this aggregate monitor also becomes unhealthy.

Dumped Frames Count - Contains the number of frames that were lost due to a lack of host buffers available.
Error Frames Count - Contains the number of frames that have been received in error.
Invalid CRC Count - Contains a count of the number frames with invalid cyclic redundancy checksums.
Invalid Tx Word Count - Contains a count of the number of invalid transmissions.
Link Failure Count - Contains the link failure count.
Loss of Sync Count - Contains the loss of synchronization count.
e Loss of Signal Count - Contains the loss of signal count.
e Primitive Sequence Protocol Error Count - Contains the primitive sequence protocol error count.
e NOS Count - Contains the number of nonoperational state primitive sequence (NOS) events that have occurred on
the switched fabric.
PRO Oversubscribed Link monitor — Oversubscribed Link Aggregate Monitor
Causes - Oversubscribed link condition indicates that either receive or transmit traffic from the host to the storage is
exceeding the set threshold.
Resolutions - Oversubscribed link conditions can be remedied by decreasing the load on the link by moving one or more VMs
to bring the traffic from host to storage below the set threshold.

This monitor is an aggregate of the following monitors. If any of the unit monitors cross the set threshold and becomes
unhealthy, then this aggregate monitor will also become unhealthy.

e Tx Words Count - Contains the number of frames that were lost due to a lack of host buffers available.
¢ Rx Words Count - Contains the number of frames that have been received in error.

When any one of the counter values exceeds the set threshold for the given port, that port’s health state will change from healthy to
critical. The state can be viewed in Ports View.

Hba Port Dependency Monitor. This is a dependency monitor that depends on the Oversubscribed link and Deteriorated link port-
level aggregate. When all ports on the HBA become unhealthy then this monitor’'s state becomes unhealthy and the health state of this
monitor rolls up to the HBA’s health state and HBA becomes unhealthy too. (Please see Figure 34 - Health Explorer showing all
performance monitors at Host, HBA, and Port levels to see the dependency tree of monitors.)

Host Hba Dependency Monitor. This is a dependency monitor that depends on the Hba Port Dependency Monitor. An alert will be
generated in the operation manager when an event occurs.
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Figure 35 - Port goes unhealthy when Rx Words monitor went unhealthy

5.4 Health Roll Up

When a unit monitor for a port becomes unhealthy, the corresponding Aggregate Monitor (DeteriorateLinkAgMonitor or
OversubscribedLinkAgMonitor) becomes unhealthy.

The Unhealthy state rolls up to HbaPortDependencyMonitor which in turn rolls up the Unhealthy state to the
HostHbaDependencyMonitor.
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Figure 36 - Both Ports in HBA are unhealthy, so HBA becomes unhealthy too

5.5 PRO-Tip generation

When the port state goes from Healthy to Critical the Aggregate Monitor on the port object raises the alert. This Alert will be picked as a

PRO-Tip sent to the SCVMM server. The following illustration shows the Aggregate Monitor hierarchy on port object.
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Figure 37 - Aggregate Monitor alerts get sent as PRO Tips

When the PRO-Tip is received in the SCVMM server, the PRO-Tip window will open. When you click the implement button, event ID
101 will be created. The rule in SCOM will pick that event and trigger the PowerShell script written in the recovery of the monitor, and
the host will be migrated.
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Egrro C[CL=]
PRO (2)

Severity | Source | Tip | State | Created
‘ gscvmm155.englab.brocade.com PRO Oversubscribed Link &lert Active 12/4/2012 4:43 FM

l__|| gscvmm155.englab.brocade.com PRO Oversubscribed Link Alert | 12/4/2012 4:48 PM

B} PRO Oversubscribed Link Alert b

%, PRO Oversubscribed Link Alert

Oversubscribad Link
The pert reached an oversubscribed link state portWWM: 10:00:8C:7C:FF05:A5:00

A Cause and Resolution
Oversubscribed link condition indicates that either of receive or transmit traffic from the host to the storage is exceeding the set thresheld.
Oversubscribed link conditions can be remedied by decreasing the load on the link by maoving one or mare WMs to bring the traffic from host to storage below the sat threshold.

Target Summary

Name: gscvmm155.englab.brocade.com

Targst Type: Host

[¥ Show this window when new PRO Tips are created Wiew PRO Script Implement Dismiss

Figure 38 - PRO Tip Window showing Oversubscribed Link Alert

5.6 Setting the Host Unavailable for VM Placement

When all ports of one HBA are in a critical state, health of the HBA will be set as critical. When all HBAs on one host are in a
critical state, the host object will be set as critical. Once the host object is critical, an alert will be generated and recovery will run
to write an event with event ID 102 to the Windows Application event log. The corresponding Rule that reads the event log will
execute a power shell script to mark the Host as ‘Un Available For Placement’ in SCVMM.
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! gscymmi155.englab.brocade.com Properties E

Status Tdentity
Computer name: gsovmmilss
Hardware Dormain: englab.brocade.com
Location: Trusted Domain
Virtual Machine Paths SMBIOS ID:
Descripticn:
Reserves

System information

Storage .
Procsssor: Intel Xeon MP 2,13 GHz 4 logical processors
Memory: 7.93 GB total, 5.02 GE available

Virbual Metworks ) .
Shorage: 1,002.01 GE capacity, 702.25 GB available
Operating system: Microsaoft Windows Server 2008 R2 Datacenter Service Pack 1

Placement o ]
Wirtualization software:  Microsaft Hyper-V

| ) VMM agent: Version 3.0.6005.0

Servicing Windows )

Last updats: 12/11/2012 4:34 AM

A Flacement and remote satting

[™ This host is available for placement
PRO State Remote connection port: 2179 E:

View Script | oK I Cancel

Figure 39 - Host marked as Unavailable for VM Placement
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6 Troubleshooting

6.1 Troubleshooting PRO for Brocade HBA Management Pack

If the generation or implementation of PRO is failing, check the following:

1. Verify that latest MP is imported to SCOM.
2. Verify the required registry entries are available for host discovery.
3. If discovery of host, HBA, or relations takes a very long time then make sure that ‘OpsMgr Health Service’ is started and
running on the HyperV Host machines. If started, try restarting this service. This can resolve the discovery issue.
4. You can force discovery of PRO Tips by executing the following powershell commands within VMM powershell.
a. Get-VMMServer <Your VMM Server Name>
b. Set-VMMServer —-OpsMgrServer <Your OpsMgr Server Name>
5. If all port properties are not populated by SCVMM, try running set-vmmserver —OpsMgrServer <SCOM Server Name>.
6. Verify in SCVMM that VMs are available on the host and in ‘Running’ status.
7. Verify that VMs are not excluded from PRO (see the following illustration).

'H! watsh¥™ Properties

Aukomatic ackions

General
Action ko take when the virtualization server starts:
SERE Automatically burn on the virkual machine i it was running when physical server stopped j
Hardwars Configuration Delay start up {secands): IEI 5:
Action to take when the virtualization server stops:
Checkpoints = P

Save State j

Custom Properties
Performance and Resource Optimization (PROY

Settings Lise this aption bo presvent the virbual maching from being migrated by PRO or dynamic optimization,

[T Exclude virtual machine From optimization ackions

servicing Windows

Dependencizs

PRO State

Validation Errors

Acress

Figure 40 - VM Excluded from PRO setting

8. For execution flow specific errors, refer event ID 70/80 in the Windows Event log (Application log.
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7 FAQ

1. Canlrun SCVMM server in one PC and the SCOM in another PC?
Answer: Yes you can run SCOM and SCVMM in separate machines, but you have to grant access to SCVMM server in SCOM
installed Machine by adding the SCVMM machine in user role under Administrator privilege.

2. What are the methods to push SCOM agent to remote machines?

Answer: There are two ways to push the SCOM agent to remote machines.

Manual Installation: Install the agent setup in the remote machines.

Pushing Agent: Push the agent from SCOM server to remote machines by providing privileges to the remote machines.

3. If I already have imported the MP, can | try importing again?
Answer: If both the Management Packs have different version then there is will be no problem in importing, but if Management
Packs with the same version are imported then there will be a conflict.

4. After importing the MP, the SCOM doesn’t discover HBA. What can | do?
Answer: Restart the Operation Manager Health service on HOST and SCOM machines.

5. Do I need to install the Brocade driver for discovering the HBAs through Brocade FCHBA Management Pack?
Answer: Yes.
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8 Appendix: Scripts

This management pack includes following scripts:

Script Purpose Parameters Default Frequency
Port Performance Script Provides monitoring of HBA IntervalSeconds 300 secs (5 mins)
port statistics counters.
Discover HBAs Script Discovers the HBAs on a Host.  ImagePath 14400 secs (4 hrs)
NetworkName
Discover Ports Script Discovers HBA ports. ImagePath 14400 secs (4 hrs)
SerialNumber
DisplayName
PrincipalName
HyperVGUID
VM Migration Oversubscribed Provides the recovery task for <HostName>*<VMMServer>* NA
Link Recovery Task a PRO tip of oversubscribed <EventOriginld>*<PortWWN>*
link alerts and initiates ONE
migration of one VM at a time
on the host.
Set Host Unavailable Recovery Migrates the recovery task <PrincipalName>:<VMMServer> NA
Task which marks the host as
unavailable for further VM
Placement if all ports on that
host become unhealthy
VM Migration Deteriorating Link  Provides the recovery task for <HostName>*<VMMServer>* NA
Recovery Task a PRO tip of deteriorated link <EventOriginld>*<PortWWN>*
alert and initiates the migration ALL
of all VMs on the host.
VM Migration power shell Migrates the VMs when a PRO EventDescription NA
Script tip is implemented. It
selectively migrates only those
VMs that are on the affected
port that went unhealthy. For
an oversubscribed link, one VM
gets migrated, whereas for a
deteriorating link, all VMs on
the affected port are migrated.
Set Host Unavailable power Marks the host as unavailable EventDescription NA

shell Script from further VM placement.

8.1 Port Performance Script
Name: PortPerfScript.vbs

Performance Counters:

The following port performance counters are polled by this script every IntervalSeconds:

e  TxWords

RxWords
NOSCount
ErrorFrames
DumpedFrames
LinkFailureCount
LossOfSyncCount
LossOfSignalCount
PrimitiveSeqProtocolErrCount
InvalidTxWordCount
InvalidCRCCount

Refer to MSFC FibrePortHBAStatistics class for details.
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How the script works:

This script polls the performance counters for HBA ports every interval (300 seconds by default) and computes the delta value between
the counter values. It then takes average of the number of samples.

For TxWords and RxWords counters, the rate of change is calculated based on the port speed using the following formula:

Value = ((Counter / IntervalSeconds) / PortSpeed) x 100

Where, PortSpeed is first converted to words/second with following calculation.

PortSpeed = PortSpeed * 1024*1024*1024/32

Assuming, PortSpeed is in Gbps and WORD length is 32 hits.

The mapping from PortSpeed to Gbps value is done as shown below:

Port Speed (Integer value) Port Speed (In Gbps)

Unknown

1 Gbps

2 Gbps

10 Gbps

QA IN(F|O

4 Gbps

The delta is calculated for the above values of counter, and then is averaged over NumSamples.

Effective values for:

NumSamples is 2

Threshold for each counter is defined here.
IntervalSeconds is 300 seconds.

8.2 Discover HBAs Script

This script discovers all HBAs on the host.

How the script works:
The following WMI query is executed to get the HBA attributes: select * From MSFC_FCAdapterHBAAttributes

8.3 Discover Ports Script
This script discovers the ports on all HBAs on the host.

How the script works:
The following WMI query is executed to get the port attributes: select * from MSFC_FibrePortHBAAttributes

8.4 VM Migration Oversubscribed Link Recovery Task

This script initiates VM Migration of one VM at a time on the host as a consequence of oversubscribed link.

How the script works:

It writes an event with event ID 101 to the Windows Application event log. This event is then read by a corresponding VM Migration
Rule, which then executes a power shell script to cause the actual VM Migration. For an Oversubscribed link, only one VM is moved to
a destination host at a time.

Timeout: 300 seconds.
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8.5 Set Host Unavailable Recovery Task
This script marks the host as unavailable for further VM placement.

How the script works:

Once all ports on the host become unhealthy, the host is made unavailable for further VM placement. This recovery task initiates
marking a host as unavailable for placement by writing an event with event ID 102 in the Windows Application event log. The
corresponding Set Host Unavailable Rule reads the event log. Once it finds an event with ID 102, it executes a power shell script that
marks the host as unavailable for placement.

8.6 VM Migration Deteriorated Link Recovery Task

This script initiates VM Migration of all VMs on the host as a consequence of the deteriorating link alert.

How the script works:

It writes an event with event ID 101 to the Windows Application event log. This event is then read by a corresponding VM Migration
Rule, which then executes a power shell script causing the actual VM Migration. For a deteriorating link, all VMs on the host are moved
to a destination host.

Timeout: 300 seconds.

8.7 VM Migration Power Shell Script

This script migrates the VMs when a PRO tip is implemented. It selectively migrates only those VMs that are on the affected port that
went unhealthy. For an oversubscribed link, one VM gets migrated, whereas for a deteriorating link, all VMs on the affected port are
migrated.

How the script works:
It reads the event ID 101 logged by event source BrocadeMP. If such an event is found, then it obtains the event description and
migrates one or all VMs on the affected port.

Timeout: 300 seconds.

8.8 Set Host Unavailable Power Shell Script

This script marks the host as unavailable from further VM placement.

How the script works:
It reads the event ID 102 logged by event source BrocadeMP. If such an event is found then it gets the event description and marks
the identified target host as unavailable for VM placement.

Timeout: 300 seconds.
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